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Reliable and secure communication is a fundamental
requirement for Medium-Altitude Long-Endurance (MALE)
Unmanned Aerial Vehicle (UAV) operations, where real-
time data transmission must be maintained despite network
instability. Internet-Protocol (IP)-based communication
networks commonly used in UAV systems are susceptible to
delay, jitter, and packet loss, which can degrade mission
performance in surveillance and reconnaissance scenarios.
This study investigates the capability of a Point-to-Point
Tunneling Protocol (PPTP) Virtual Private Network (VPN)
to simultaneously enhance communication security and
preserve network Quality of Service (QoS) for PUNA MALE
UAV communications. A Hardware-in-the-Loop (HIL)
simulation environment implemented in GNS3 was
developed to emulate realistic operational conditions.
Network performance was evaluated using ICMP, TCP, and
UDP protocols, with metrics including delay, jitter, and
packet loss. Experimental results show that ICMP achieved
an average jitter of 0.0879 ms with zero packet loss, while
TCP demonstrated superior stability compared to UDP,
which exhibited a packet loss rate of 1.9708%. The findings
reveal that PPTP VPN deployment can maintain stable QoS
performance while providing secure communication
channels, indicating its feasibility as a lightweight security
solution for UAV communication systems operating in
controlled network environments. This work provides
empirical evidence supporting the secure integration of
VPNs for reliable MALE UAV data communication
architectures.
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INTRODUCTION

Indonesia, as an archipelagic nation, faces significant challenges in maintaining
effective territorial and maritime control given its vast oceanic expanse. The extensive
maritime domain provides abundant natural resources; however, it also increases
vulnerability to illegal fishing, resulting in considerable economic losses (Firmansyah et
al, 2020). Consequently, maritime defense strategies must continuously adapt to
technological advancements. One of the critical technological solutions supporting
maritime surveillance operations is the utilization of uncrewed aerial vehicles (UAVs)
equipped with modern sensing capabilities (Adil et al., 2024; Tomaszewski et al., 2022).

The PUNA MALE (Medium-Altitude Long-Endurance) design aims to fly for 24 hours,
carrying out more detailed and accurate monitoring, reconnaissance, and mapping (ISR:
Intelligence, Surveillance, and Reconnaissance) at an altitude of 3,000-9,000 m. The
aircraft developed by the PUNA MALE National Research Program (PRN) consortium
adopts a shape and configuration similar to the CH-4 aircraft (Debe & Ras, 2022). The
combatant payload configuration for surveillance missions removes weapon system
components and prioritizes the integrating of ISR sensors. These long-endurance ISR
operations require reliable communication links and integration with satellite
communication systems, thereby emphasizing the critical role of secure data
transmission, communication network protection, and VPN-based security mechanisms
to ensure operational integrity and information confidentiality (Hassan et al., 2022).

The need for a communication line for reliable data transfer will raises fundamental
questions, including how to configure data transfer frequencies, the architecture of the
data communication system, the choice of communication protocol, how to transmit data,
how to manage the data communication lines, and the interface specifications. Therefore,
preparing the architecture or topology of the long-range communication system and
selecting its constituent components must be carried out from the start to produce a
reliable communication system during gflight operations (Yue et al,, 2020). The flight
mission of a long-endurance UAV is closely related to range and the real-time processing
of on-board data (Sulistiya et al.,, 2023).

In general, the concept of flight operations for PUNA MALE is shown in Figure 1. The
proposed framework presents a satellite-assisted command, control, communication, and
navigation architecture that enables reliable UAV operations beyond Visual Line-of-Sight
(BVLOS). Initially, the UAV operates through a Direct Line-of-Sight (DLOS) link with the
Ground Control Station (GCS) for real-time command and telemetry exchange. Upon
exceeding LOS coverage, communication transitions to a Satellite Communication
(SATCOM) system, where satellites relay bidirectional data between the UAV and the GCS
over extended distances. Navigation is continuously supported by Global Navigation
Satellite Systems (GNSS), providing accurate positioning and trajectory information.

The integration of satellite communication and navigation ensures operational
continuity and situational awareness in areas with limited terrestrial infrastructure.
Additionally, autonomous fail-safe mechanisms enable the UAV to perform predefined
actions, such as loitering or Returning to Launch (RTL), in the event of communication
loss. This hybrid architecture enhances operational range, reliability, and mission
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effectiveness for applications including surveillance, maritime monitoring, disaster
response, and defense operations.

UAV communication is identical to radio communication; in this is known as Line-
of-Sight (LOS) communication. In the context of UAV communications, satellite
communications are also used, often referred to as Beyond Line-of-Sight (BLOS)
communications (Tomaszewski et al.,, 2022). Popular mobile communication satellites
use the L-band; however, its narrow channel capacity makes it diffult to utilize for high-
bandwdth requirments. Satellit choices for large bandwidth are available in the C-band,
and Ka-band, although these three bands lack specific regulations for mobile satellite
communications (MSC) (Hartono & Darmawan, 2019; Mistri et al., 2023).

Pilots rely on satellites to track drones fthe commuricationnk s
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Figure 1. Outline of the PUNA MALE Flight Operation Concept
(de Zoysa & Siriwardana, 2024)

One way to test network quality on the PUNA MALE UAV is to perform a QoS (Quality
of Service) analysis. QoS is a technique for optimizing network performance without
altering the underlying physical network architecture (Gentile et al., 2024; Hassan et al.,
2022). The essential QoS parameters include jitter, delay, and packet loss, which are
utilized to assess network reliability. In addition to performance, network security
requires significant attention; therefore, VPN implementation is employed to establish a
private and secure communication channel over a public network or the Internet
(Nurrobi etal., 2020; Suryani et al., 2018). Communication quality standards are generally
regulated under the International Telecommunication Union Telecommunication
Standardization Sector (ITU-T) G.1010 standard (ITU-T, 2001) (Mumtaz et al., 2019;
Wang et al., 2022).
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Figure 2. The operation concept of a Long-Range Communication System using satellites (lida &
Wakana, 2003)

This study uses the GNS3 network simulator integrated with the Hardware-in-the-
Loop (HIL) simulations technique. This simulation utilizes external hardware to support
PUNA MALE UAV research through the simulation and analysis of Quality of Service (QoS).
To enhance data security, Point-to-Point Tunneling Protocol (PPTP) VPN is implemented.
The PPTP protocol, as defined by the PPTP Forum, is capable of assigning channels,
monitoring the status of the communication server, managing in-band signaling, initiating
outgoing calls, and alerting the server during call arrivals or disconnections while
enabling biderectional user data transmission (Padhiary et al., 2025; Shim et al,, 2025;
Yan, 2024).

The primary purpose of this study is to investigate the effectiveness of VPN
implementation as a secure communication mechanism while maintaining acceptable
QoS performance for MALE UAV operations. Despite the increasing adoption of satellite-
assisted UAV communication for Beyond Visual Line-of-Sight (BVLOS) missions,
challenges remain in ensuring both communication reliability and data security over long-
range transmission links. Existing studies primarily focus on communication
performance or security mechanisms in isolation, creating a research gap in evaluating
their combined impact on operational UAV networks. Therefore, this research aims to
analyze how VPN-based security integration influences critical QoS parameters, including
delay, jitter, and packet loss, in long-range UAV communication systems.

METHODS
Quality of Service (QoS)

Quality of Service (QoS) refers to a set of network management mechanisms
designed to measure, control, and guarantee communication performance by regulating
key parameters such as throughput, delay, jitter, and packet loss. The primary objective
of a QoS framework is to optimize these parameters to ensure network reliability without
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altering the underlying physical infrastructure. One widely recognized standard for
evaluating network performance is the Telecommunications and Internet Protocol
Harmonization Over Networks (TIPHON) TR 101329 V2.1.1 (1999-06), published by the
European Telecommunications Standards Institute (ETSI) (QoS) standards (Marpaung et
al,, 2024).

Throughput: Throughput is calculated by dividing the total number of successfully
received packets at a destination over a specific time interval by the duration of that
period. While bandwidth represents the theoretical maximum capacity of a network,
throughput measures the actual data transfer rate achieved under operational conditions
(Adil et al., 2024). In practical UAV communication scenarios, throughput is frequently
associated with effective bandwidth utilization.

Data packet received
Throughput= P (1)
Observation time
Throughput
- < X 0, 2
ThroughPUt Bandwidth Total 100% ( )

Table 1. Throughput
Throughput Category Throughput Index

Very good 76% - 100% 4
Good 51%-75% 3
Medium 26% - 50% 2
Bad <25% 1

Source: (ETSI, 2006)

Packet loss: Packet loss is the inability of an [P packet to reach its destination within
a netword. In the implementation of IP-based networks, the packet loss rate must be
minimized to ensure data integrity and operational reliability. Based on the TIPHON
standard, network degradation levels are categorized into four performance types, as
detailed in Table 2. The equation for calculating packet loss is:

packets sent - packets received
X

Packet Loss= - 100 (3)
packets received
Table 2. Packet Loss
Degradation Category Packet Loss Index
Very good 0% - 2% 4
Good 3% -14% 3
Medium 15% - 24% 2
Bad >25% 1

Source: (ETSI, 2006)

Delay: is the total time required for a packet to travel across a network from the
source to its intended destination. In UAV communications, minimizing delay is critical
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for ensuring real-time command and telemetry synchronization. The average delay is
calculated using the following equation:

Total delays
Average delays =

(4)

Total packets received

Table 3. Latency

Latency Category Delays Index
Very good <150 ms 4
Good 150 s/d 300 ms 3
Medium 300s/d 450 ms 2
Bad >450 ms 1

Source: (ETSI, 2006)

The network topology concists of eight distinch routers. Public routers, which are
external to the server and client nodes, are identified by a gray background, while BRIN
routers are highlited with a yellow background, and client-side routers are marked in
green. In this experimental setup, Cloud3 acts as the client, while Cloud2 functions as the
BRIN server. Each node represents a physical hardware component integrated into the
GNS3 simulation environment via the Hardware-in-the-Loop (HIL) system.

To implement this topology, MikroTik Cloud Core Routers (CHR) are deployed
within the QEMU hypervisor in GNS3. Each router is interconnected and configured
according to the mission requirements. During the [P address assignment phase, a
combination of private and public IP addresses is utilized to emulate realistic wide-area
network (WAN) conditions (Andriyani et al., 2023; Luo et al., 2020; Yue et al., 2020; Zen

etal., 2022).
I
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Router

Set up routing . .
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VPN Connection Testing _—
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Configuration
(BRIN Router)
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T
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Client Router

Figure 3. Research Flow
(By the author)
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PPTP VPN Implementation and Configuration Parameters

The implementation of the PPTP VPN transitioned from a procedural setup to
experimental execution by defining specific operational parameters. The VPN tunnel was
established between the BRIN Router, acting as the VPN Server, and the Client Router. For
tunnel security, the authentication phase utilized the MS-CHAPv2 protocol, while data
payload encryption was enforced using 128-bit MPPE (Microsoft Point-to-Point
Encryption), which is the standard mechanism for securing PPTP links on MikroTik
RouterOS.

Furthermore, the IP addressing scheme for the virtual interface was rigidly defined
to ensure predictable routing. Based on the simulation topology, the VPN tunnel used the
local server IP 10.11.6.1/32 and assigned the remote client IP 10.11.6.2/32. To ensure
that all relevant traffic traversed the secure tunnel rather than the public routing table,
static routing policies were configured on the client router. Before initiating the QoS
evaluation, tunnel integrity and payload encapsulation were empirically verified through
ICMP ping sweeps and packet inspection using Wireshark, confirming that the VPN tunnel
was fully operational and secure.

RESULT AND DISCUSSION
Network Topology Design and IP Address Classification

In Figure 4 shows the topological design. The network consists of eight distinct
routers, where public routers, which are not part of the server or client nodes, are
identified by a gray background. Meanwhile, BRIN routers are identified by a yellow
background, client-side routers by a green background. Cloud3 serves as the client, and
Cloud2 serves as the BRIN server in this experiment. Each node represents a physical
hardware component integrated into the GNS3 simulation environment via the
Hardware-in-the-Loop (HIL) system. A MikroTik router is deployed within the QEMU
system in GNS3, with each router interconnected and configured according to the
operational requirements. Private IPs and several public IPs are utilized for certain
routers during the IP address classification stage.

R 1000130 10002/30 g3 1000530 1000630 SCSS3 40009730 100010730 Suiite

103.51.131.108/29 ¢g1 . 0 ; &l e(“ 10.0.0.10/30
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Figure 4. Topology Design
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The network service quality testing scheme uses the ICMP, TCP, and UDP protocols.
The ICMP protocol is used to ping the Server-BRIN IP address as the destination. While
testing, the TCP and UDP protocols use Iperf3 installed on the server and client. Each
experimental trial was conducted for a duration of 100 seconds and repeated ten times to
ensure data consistency and obtain a comprehensive dataset for QoS analysis. The service
quality analysis is performed using Wireshark by capturing traffic on both the client and
server nodes before testing begins.

Sending a test ping packet to the server with the command "ping 10.10.10.90" for
100 seconds tests the ICMP protocol (also known as "test ping"). Ten tests are run in total.
Figure 5 displays ICMP protocol testing commands. For TCP evaluation, iperf3 was used
to transmit packets to the server via port 5000 using the command "iperf3 -¢ 10.10.9.90 -
p 5000 -t 100 > filename.txt" (Figure 6). The iperf3 application is used to test the UDP
protocol by sending packets to the server on port 5000, while using the same bandwidth
as when testing the TCP protocol with the command "iperf3 -c 10.10.9.90 -p -b bandwidth
result -t 100 -u > filename.txt", as illustrated in Figure 7.

64 bytes from 10.10.9.90: icmp_seq=88 ttl=61 time=6.03 ms
64 bytes from 10.10.9.90: icmp_seq=89 ttl=61 time=10.2 ms
64 bytes from 19.10.9.90: icmp_seq=90 ttl=61 time=10.5 ms
64 bytes from 10.10.9.90: icmp_seq=91 ttl=61 time=9.16 ms
64 bytes from 10.10.9.90: icmp_seq=92 ttl=61 time=11.4 ms
64 bytes from 10.10.9.90: icmp_seqg=93 ttl=61 time=11.0 ms
64 bytes from 1©.10.9.90: icmp_seq=95 ttl=61 time=10.6 ms
64 bytes from 1©.10.9.90: icmp_seq=96 ttl=61 time=10.6 ms
64 bytes from 1©.10.9.9@: icmp_seq=97 ttl=61 time=11.6 ms
64 bytes from 10.10.9.90: icmp_seq=98 ttl=61 time=11.9 ms
64 bytes from 10.10.9.99: ichp_seq=99 ttl=61 time=5.53 ms
64 bytes from 10.10.9.90: icmp_seq=180 ttl=61 time=10.6 ms
A€

--- 10.10.9.92 ping statistics ---

180 packets transmitted, 99 received, 1% packet loss, time 99189ms
rtt min/avg/max/mdev = 5.396/10.570/50.437/4.932 ms

Figure 5. ICMP Protocol Testing

[ 5] 89.00-98.0@ sec 2.88 MBytes 24.1 Mbits/sec 6 17.7 KBytes

[ 5] 90.ee-91.0@ sec 2.34 MBytes 19.6 Mbits/sec 5 32.8 KBytes

[ 5] 91.e0-92.0@ sec 2.52 MBytes 21.1 Mbits/sec 3 39.6 KBytes

[ 5] 92.00-93.80 sec 2.34 MBytes 19.6 Mbits/sec 6 32.8 KBytes

[ 5] 93.00-94.00 sec 2.34 MBytes 19.6 Mbits/sec 6 32.8 KBytes

[ 5] 94.00-95.88 sec 2.79 MBytes 22.7 Mbits/sec 6 15.0 KBytes

[ 5] 95.00-96.0@ sec 2.16 MBytes 18.1 Mbits/sec 6 21.8 KBytes

[ 5] 96.80-97.00 sec 2.16 MBytes 18.1 Mbits/sec 5 25.9 KBytes

[ 5] 97.00-98.68 sec 2.34 MBytes 19.6 Mbits/sec 7 25.9 KBytes

[ 5] 98.68-99.92 sec 2.70 MBytes 22.6 Mbits/sec 7  25.9 KBytes

[ 5] 99.00-100.00 sec 1.98 MBytes 16.6 Mbits/sec 6 24.6 KBytes

[ ID] Interval Transfer Bitrate Retr

[ 5] ©.00-100.00 sec 252 MBytes 21.1 Mbits/sec 491 sender
[ 5] ©.e8-100.08 sec 251 MBytes 21.1 Mbits/sec receiver
iperf Done.

Figure 6. TCP Protocol Testing

45



Network Security Analysis Using PPTP and VPN on the Unmanned Aerial Vehicle PUNA MALE Simulation
Prototype

Mbits/sec 1887
Mbits/sec 1887
Mbits/sec 1886
.52 MBytes 21.1 Mbits/sec 1887
52 MBytes 21.1 Mbits/sec 1887

5] 89.00-92.00 sec 1
1
1
1
1

MBytes 21.1 Mbits/sec 1886
1
1
1
1
1

5] 90.ee-91.0e sec
5] 91.00-92.00 sec
5] 92.88-93.020 sec
5] 93.00-94.60 sec

[ .52 MBytes 21.
[

(

[

[

[ 5] 94.00-95.00 sec
[

[

[

[

[

.52 MBytes 21.
.51 MBytes 21.

5] 95.88-96.00 sec
5] 96.28-97.80 sec
5] 97.008-98.80 sec

.52 MBytes 21.1 Mbits/sec 1887
.51 MBytes 21.1 Mbits/sec 1886
.52 MBytes 21.1 Mbits/sec 1887
5] 98.88-99.80 sec .52 MBytes 21.1 Mbits/sec 1887
5] 99.0e-100.80 sec 2.51 MBytes 21.1 Mbits/sec 1886
[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ 5] ©.00-100.00 sec 252 MBytes 21.1 Mbits/sec ©.0e8 ms ©/188661 (@%) sender
[ 5] ©.00-100.00 sec 250 MBytes 20.9 Mbits/sec ©.318 ms 1587/188661 (©.84%) receiver
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Figure 7. UDP Protocol Testing

Delay, jitter, and packet loss metrics are used in the analysis of Quality of Service
(QoS) test results for each tested protocol, particularly ICMP, TCP, and UDP.

Throughput
The bandwidth attained during each test of the TCP and UDP protocols is known as
the throughput. Throughput results are given in Figure 8.

Throughput

30,00
—_ 24,00
22500 1 10 23,70 — 23,50 23,00 2290 23,00 23,50
o H ]
= 19,50
B 20,00
=
= 15,00
=
= 10,00
bgﬂ E)
£ 500
-

0,00

1 2 3 4 5 6 7 8 9 10
Figure 8. TCP and UDP Throughput Graph
(Processing by author)
ICMP Protocol

The results of the delay, jitter, and packet loss tests on the ICMP protocol are
respectively given in Figure 9, Figure 10, and Figure 11. Based on the experimental results,
the ICMP protocol exhibited a maximum average delay of 7.7900 ms and a minimum
average delay of 2.4900 ms, resulting in a cumulative average delay of 4.4775 ms.

Regarding the jitter parameter, the data showed a maximum average of 2.8200 ms
and a minimum of 0 ms, with an overall average jitter of 0.0879 ms. In the ICMP protocol
packet loss parameter, no lost packets were found.
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Figure 11. ICMP Packet Loss Graph

Figures 12, 13, and 14 illustrate the test results for TCP's delay, jitter, and packet
loss, respectively. The test results for the TCP protocol show an average maximum delay
0f 70.3700 ms, a minimum average delay of 1.4800 ms, and a total average delay of 5.0873
ms. In terms of the jitter parameter, the maximum and minimum values were recorded at
67.9400 ms and 0 ms, respectively, with a remarkably low overall average of 0.0009 ms.
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For packet loss parameters in the TCP protocol, the average total packet loss was
0.3507%. The highest packet loss was in the eighth experiment, and the lowest was in the
ninth. The minimal packet loss observed is a direct outcome of TCP's robust mechanisms,
such as retransmission of lost segments and flow control, which collectively ensure that
data is delivered completely and in the correct sequence. This inherent reliability is
crucial for critical applications, particularly in contexts such as UAV communications,
where data loss can lead to severe operational consequences.

For instance, Nurrobi et al. (2020) emphasize that low packet loss and stable delay
are primary indicators of network health. Furthermore, the necessity for reliable data
transport in complex aerial systems, as underscored by Luo et al. (2020) in their research
on hypersonic UCAV swarms, highlights the invaluable role of TCP's guaranteed delivery
is maintaing the integrity of mission-critical communication links.

Delay
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Figure 12. TCP Delay Graph
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Figure 14. TCP Packet Loss Graph

UDP Protocol

The results of the delay, jitter, and packet loss tests on the UDP protocol are in Figure
15, Figure 16, and Figure 17. The experimental data for the UDP protocol shows a
maximum average delay of 63.8400 ms and a minimum average delay of 1.3100 ms, with
a cumulative average delay of 2.7178 ms. Regarding the jitter parameter, the maximum
average was recorded at 66.2500 ms, while the minimum was 0.00 ms, resulting in an
overall average jitter of 0.0007 ms.

For the packet loss parameter, the UDP protocol, protocol yielded an average total
loss of 1.9708%. The highest packet loss was observed during the eighth trial, whereas
the lowest loss rates occurred during the second, sixth, and ninth trials.
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Figure 15. UDP Delay Graph
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CONCLUSIONS, RECOMMENDATIONS, AND LIMITATIONS

Based on the overall results obtained in this study, the implementation of the PPTP
VPN demonstrates stable performance and reliability when tested using the ICMP, TCP,
and UDP protocols. The evaluation based on throughput, packet loss, delay, and jitter
parameters shows that the obtained Quality of Service (QoS) performance falls within the
very good category according to QoS assessment standards. Specially, the recorded
maximum delay of 7.79 ms and maximum jitter of 2.82 ms remain well below critical real-
time communication thresholds. These findings confirm that secure VPN tunneling can be
integrated into the PUNA MALE UAV simulation environment without significant
degradation of the network performance required for telemetry, command, and data
transmission. Furthermore, the results highlight that TCP offers superior stability in
packet-loss performance compared to UDP, making it the more suitable choice for
missions requiring high data integrity.

Despite the positive findings, several limitations exist in this research. The
experiments were conducted in a simulation-based Hardware-in-the-Loop (HIL)
environment using GNS3, which may not fully represent real operational conditions, such
as variations in satellite latency, wireless interference, or UAV mobility dynamics. In
addition, this study focuses exclusively on the PPTP protocol, which, despite its efficiency,
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possesses known security vulnerabilities compared to modern standards. The analysis
also primarily addresses QoS metrics without extensive evaluation of encryption
overhead, CPU processing efficiency, or scalability in multi-node UAV swarmes.

Future studies should compare between PPTP and more modern VPN technologies,
such as OpenVPN, L2TP/IPSec, and WireGuard, to identify the optimal balance between
security and QoS. It is also recommended to validate these findings using physical
network infrastructure and actual UAV flight tests to assess practical deployment
challenges. Given the security profile of PPTP, integrating more robust protection
mechanisms, such as IPSec tunneling or certificate-based authentication, is strongly
advised for mission-critical defense operations and secure national surveillance systems.
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